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L. A New Security Testing 2 20104 IEEE Computer society [Fash has a numbor of security defocts even though Flash Player is
v . - e installed on most of world’ s PC. Protection using sandbox has
Method for Detecting <3 > 2010 13th limitation to protect a user from vulnerabilities of Flash application
Flash Vulnerabilities by International because an attacker can attack a vulnerable Flash application when a

Generating Test Patterns

Conference on Network—
Based Information
p469-474

Systems,

sandbox can’ t work if an engineer or a web administrator set sandbox
permission wrongly. Another way to solve it is testing. As a testing,
penetration testing is useful for detecting vulnerability of Flash
Application. Existing penetration testing performs penetration test
through UI manually, which is inefficient and time consuming. In this
paper, to overcome a problem of existing penetration test, we design a
new penetration testing, which enables to generate as many test
patterns as possible from VM inputs, inputting test patterns into VM,
and checks the existence of vulnerabilities from VM outputs
automatically. We demonstrate our testing method using an example,
which can detect Flash Parameter Injection that is a one kind of
vulnerability of Flash application.

(%4 : Takanobu Watanabe, Zixue Cheng, Mizuo Kansen, Masayuki
Hisada)
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IEICE Vol.E93-D
No. 6, pp. 1521 —1539

Journal of Japan e-—
Learning Association

Context—aware systems detect user’s physical and social contexts based
on sensor networks, and provide services that adapt to the user
accordingly. Representing, detecting, and managing the contexts are
important issues in context—aware systems. Composition of contexts is
a useful method for these works, since it can detect a context by
automatically composing small pieces of information to discover
service. Danger-aware services are a kind of context-aware services
which need description of relations between a user and his/her
surrounding objects and between users. However when applying the
existing composition methods to danger—aware services, they show the
following shortcomings that (1) they have not provided an explicit
method for representing composition of multi-user’ contexts, (2) there
is no flexible reasoning mechanism based on similarity of contexts, so
that they can just provide services exactly following the predefined
context reasoning rules. Therefore, in this paper, we propose a two—
stage composition method based on context similarity to solve the
above problems. The first stage is composition of the useful
information to represent the context for a single user. The second
stage is composition of multi-users’ contexts to provide services by
considering the relation of users. Finally the danger degree of the
detected context is computed by using context similarity between the
detected context and the predefined context. Context is dynamically
represented based on two-stage composition rules and a Situation
theory based Ontology, which combines the advantages of Ontology and
Situation theory. We implement the system in an indoor ubiquitous
environment, and evaluate the system through two experiments with the
support of subjects. The experiment results show the method is
effective, and the accuracy of danger detection is acceptable to a
danger—aware system.

(344 : Junbo WANG, Zixue CHENG, Lei JING, Kaoru OTA,
(BHERFER U Ea—F Ry MU=V L R Z AT —=
7O S FFFER RO T2 DA AR AT

uo KANSEN)
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With the progress of ubiquitous computing technologies, ubiquitous
learning is capable to give learners more effective and personalized
education than the traditional one. On the other hand, safety
education is necessary for children since accidents and crimes against
them happen increasingly in recent years. The children might need to
protect them by themselves. It is important for the children to learn
safety knowledge through experiencing real dangers, which are not
always realizable because it may hurt the children. In contrast, a
virtual experience is possible and popular to educate the children
such as using computers; however, only virtual experiences might be
insufficient for children to practice what they learnt in the real
world. Therefore we propose a novel approach by fusing a real world
and virtual space to let a learner have dual experiences in both real
and virtual worlds. We design a platform of dual experiencing learning
and develop a safety education support system based on the platform.
Finally, we verify effectiveness of using the system through
experimental results and the results are systematically analyzed with
semantic differential and principle component analysis. The analyzed
results show dual-experiencing learning with our system is especially
effective for a motive of self-learning finally.

(¥4 : Kaoru Ota, Hikaru Nihei, Junbo Wang, Lei Jing, Mizuo Kansen,
and Zixue Cheng) (RHKFaLE2—4Fy NI —7FHHELEXS 2
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The University of Aizu

(Doctoral Thesis)
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pp. 121-128.

With the progress of ubiquitous technology, ubiquitous learning
presents new opportunities to learners. Situations of a learner can be
grasped through analyzing the learner’s actions collected by sensors,
RF-IDs, or cameras in order to provide support at proper time, proper
place, and proper situation. Training for acquiring skills and
enhancing physical abilities through exercise and experience in the
real world is an important domain in u-learning. A training program
may last for several days and has one or more training units
(exercises) for a day. A learner’s performance in a unit is considered
as short term state. The performance in a series of units may change
with patterns: progress, plateau, and decline. Long term state in a
series of units is accumulatively computed based on short term states.
In a learning/training program, it is necessary to apply different
support strategies to adapt to different states of the learner.
Adaptation in learning support is significant, because a learner loses
his/her interests easily without adaptation. Systems with the adaptive
support usually provide stimulators to a learner, and a learner can
have a great motivation in learning at beginning. However, when the
stimulators reach some levels, the learner may lose his/her
motivation, because the long term state of the learner changes
dynamically, which means a progress state may change to a plateau
state or a decline state. In different long term learning states,
different types of stimulators are needed. However, the stimulators
and advice provided by the existing systems are monotonic without
changeable support strategies. We propose a mutual adaptive support.
The mutual adaptation means each of the system and the learner has
their own states. On one hand, the system tries to change its state to
adapt to the learner’s state for providing adaptive support. On the
other hand, the learner can change its performance following the
advice given based on the state of the system. We create a ubiquitous
pet (u—pet) as a metaphor of our system. A u-pet is always with the
learner and encourage the leaner to start training at proper time and
to do training smoothly. The u-pet can perform actions with the
learner in training, change its own attributes based on the learner’s
attributes, and adjust its own learning rate by a learning function.
The u-pet grasps the state of the learner and adopts different
training support strategies to the learner’s training based on the
learner’ s short and long term states.

(344 : Xianzhi Ye, Lei Jing, Mizuo Kansen, Junbo Wang, Kaoru Ota,
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In this thesis we propose a novel method called LT/R-W. A LT/R-W model
represented by a

LT/R-W Chart is built for representing learner’ s status. We present
two analysis methods called

LT-Distance method and Value-Sheets method based on the LT/R-W model.
Moreover, we develop

two e—learning systems based on LT/R-W methods. One is a web-based
system and another

is a mobile-phone based system. And we check that the analysis result
by the proposal method

exactly reflects the factor resulted in the right or wrong answer, and
serves effective learning

diagnostic information for the learners.

In this paper, we propose a mobile-learning support system using LT/R-
W method based on ARCS

motivation modeling courseware design. LT/R-W method is a technique in
order to grasp the learner’ s understanding

state for multiple-choice test in e-Learning. Using LT/R-W method we
are able to grasp the learner’ s understanding state

not only from judging if the answer is right or wrong but also from a
relationship between the level of difficulty of each

question and the level of understanding of each learner. And also we
are able to grasp from a relationship between the

amount of time that a particular learner takes to solve each question
and the amount of time to do so in general. A mobile

phone can be used anytime, anywhere, so it can be used in one’ s idle
spare time. One question-one answer type test is

suitable for learning application of the mobile phone. On the other
hand, LT/RW method is a method that analyzes one

question-one answer type test such as multiple-choice test. Therefore
LT/RW method is suitable for the mobile-learning

using a mobile phone. Furthermore, we conducted an experiment for
learning support system using LT/RW method

implemented by “i-appli” .

(¥4 4 : Mizuo Kansen ({R#WFZE#H. #\5E#) , Masaya Sasaki, Xianzhi

Ye, Takanobu Watanabe, Zixue Cheng)
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In recent years, with the development of computer technology, it is
becoming realizable to use embedded micro-processors in order to
provide a variety of services. Meanwhile, because children often do
not have enough safety knowledge, coupled with their natural
curiosity, accidents often occur when they are out of adult
supervision. So it is very important to educate children in the aspect
of safety in everyday life. But lessons by parents and teachers are
not enough, because parents and teachers often don’t have enough time
to teach safety knowledge in detail, and teaching in class can be
boring and can’t be easily accepted by children. To solve this
problem, we designed a real life based ubiquitous learning system to
educate children safety knowledge. This system provides an interesting
way for children to learn about safety using the cartoon element and
step by step lessons on various topics. Moreover, this system also
sends a voice alert message to parents and children when there are
dangerous situations around children.

(344 : Wang Junbo , nsen Mizuo , Cheng Zixue) (&H:K v
Ea—# %y b= EEa % ¥ R T —= 2 TR V— T D IERBFTER
ROTDOIEART)

Embedding educational functions into devices in the everyday
environment is an important task for advocates of ubiquitous learning.
In this paper, we discuss how to add a reminder service to a
schoolbag. An educational function would be added to the device to
help pupils remember belongings. Reminding oneself of things is a
difficult task and reminder services have been an important subject of
computer applications. However, most reminding tools are used for
business, not education. Most such services use PDAs as terminals and
require the user to create the reminder list by him or herself, making
it too complex for some pupils to use. The systems also seldom pay
attention to helping users learn how to avoid forgetting. In this
research, a ubiquitous learning support system that makes use of
schoolbags is presented to assist pupils in managing their personal
items. With RFID and infrared sensors, a microcontroller embedded in a
schoolbag can monitor what has been put in or taken out of the
schoolbag and automatically maintain a schoolbag’s items list. Such a
bag also enables teachers to make up a schedule that specifies
required items for given days. The microcontroller then compares the
schedule with the items list in the schoolbag and provides a reminder
service for the pupil. In addition to the reminder service, which is
based on principles of behavior modification, the paper also proposes
a series of methods to help pupils form good personal management
habits and reduce their dependence on outside machines.
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1. “A Distance Education /\% 20034:‘512)5] Proc. of Multimedia With rapid development of networked society, various social
Support System based on <§__§§> Communications and activities have been performed on Internet. In education

Learning Patterns Using
Case-based Reasoning”

Distributed Processing
Workshop (DPSWS’ 2003),
IPS]J Symposium Series,
Vol. 2003, pp.233-238,
December 2003.

field, distance education is used actively on the Internet
and it is effective in reducing social problems such as a
lack of excellent teachers. However, in comparison with
face—to—face education, there are still some problems with
respect to its effect. Since 1960’s, a lot of researches on
CAI have been done. But almost of CAI were one-way systems.
There are researches of recent intellectual CAI, estimating
degree of achievement of learning from the correct answer
rate of a confirmation test, or showing courseware from
distribution of learning time, and so on. But it is still
difficult for them to give appropriate support and advice
because they have not considered the personality and
psychological state of an individual learner well. On the
other hand, “the personalized education” is one of
important topics of educational world recently. There is an
expectation that teachers can give delicate lessons
concerning each student’s conditions and internal
situations. We developed a network agent technology
considering learner’s psychological condition instead of a
teacher. In this paper, we propose an education support
system using Case-Based Reasoning. The system patternizes
the various learning process in which the learner solves a
problem while repeating trial and error. And it grasps a
psychology condition of an individual learner and does an
appropriate advice.

(&4« Mizuo Kansen (fWFEIFZEH. BUREHE) |
Zixue Cheng)

Shengguo Sun,
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One of the hot topics in ubiquitous computing is context—
aware services, which automaticlly adapt user based on
user’ s context information, e.g., location, time, favorite
etc. Situation—aware services are advanced context—aware
services, such that more complex context information and
relations among users, objects, and environment are taken
into consideration. In order to provide the situation—aware
services, it is necessary to describe the situations, to
define and link services which will be provided in the
situations, and to detect the happening of the situations
in the real world. Though many researches have worked on
context—aware services, there are not so many on situation
aware services, especially on describing and detecting the
situations uniformly. In this paper, we take a composition
approach to solve the problems. We first define primitive
situations which are based on J. Barwise's situation theory
and can be detected by current ubiquitous techniques. And
then, we present several manipulation rules, by which more
complex situations can be composed. Our methods can be used
as a building block in construction situation-aware
services, such as warning to a user to prevent him/her from
dangerous situations, reminding a user not forgetting to
bring belongings with him/her, navigation to a handicapped
user, etc.

(&4 : Junbo Wang, Zixue Cheng, Kaoru Ota, Lei jing,
Mizuo Kansen)
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Ubiquitous learning is one of fields utilizing widespread
ubiquitous technologies and gives learners more effective
and personalized education than the traditional one. Safety
education is necessary for children since accidents and
crimes against them happen increasingly in recent years.
The children might need to protect them from dangers by
themselves. Though it is important for the children to
learn safety knowledge through real experiences on danger,
it is not always realizable because of lack of
opportunities and possibilities of hurting the children. In
contrast, a virtual experience is possible and popular to
educate the children in some ways such as using computers.
However, only virtual experiences might be insufficient for
children to practice what they learnt in the real world.
Therefore we propose a novel approach by fusing a real
world and virtual space to let a learner have dual
experiences in both real and virtual worlds. We design a
support system which employs the following techniques: (1)
a platform of dual experiencing learning, (2) dual
experiencing learning scenario design policies, and (3)
personalized dual experiencing learning course.

(F# 4 : Kaoru Ota, Hikaru Nihei, Junbo Wang, Lei Jing,
Mizuo Kansen, Zixue Cheng)
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With rapid progress on ubiquitous technologies, various
services become available at anytime and anywhere. One of
hot topics in ubiquitous computing is context—aware
services, which provide the services at proper time and
proper place, in a proper way personalized to a user.
However, there may be conflicts of services among users
whose contexts are overlapped. Moreover, a context—aware
service convenient for a user may cause another user’ s
unpleasantness even troublesome. In this paper, we consider
the relations between contexts of different users. A
mechanism consisting of multi—agents, to find and reduce
the unpleasantness of users due to context—aware services
is constructed based on game—theory.

(44 : Zixue Cheng, Mizuo Kansen, Tongjun Huang)
(RFRFALE2—I Xy NI =¥ x4 2T —=
THIE 7 Vv— 7 OIRRFTE AR O T2 o fli AR 7))

8. “M-LT/R-W Method Based
Mobile—learning
Supporting Systems”

\
/]

2009412 A
<R >

The 2nd IEEE
International
Conference on Ubi-—
media Computing (U-
Media 2009), 3-5
December, 2009,
Tamkang University,
Taipei, Taiwan. (CDif

SRR

In recent years, e-learning has been used very widely
because of rapid spread of computers and network.
Furthermore the mobile—phone is so well spread that almost
everyone owns a mobile—phone because of its simplicity.
Many people carry their mobile phone anywhere with them. We
can say that a mobile-phone becomes a commodity for
everyone. The purpose of this paper is to propose a mobile—
learning support system using LT/R A- W method. LT/R A- W
method is one of techniques for getting learning diagnosis
information from each answer in multiple-choice test. Using
LT/RA- W method we are able to grasp the learner’ s
understanding state not only from judging if the answer is
right or wrong but also from a relationship between the
level of difficulty of each question and the level of
understanding of each learner. And also we are able to
grasp from a relationship between the amount of time that a
particular learner takes to solve each question and the
amount of time to do so in general. We design the learning
support system using LT/R A-W method and implement it as an
Adi-application (for NTT docomo’ s mobile phone)Ad. Moreover
we carry out the evaluation of the system through a
questionnaire to users.

(FE#4 : Mizuo Kansen (fUFEMFZEH, #EH) , Masaya

Sasaki, Takanobu Watanabe, Zixue Cheng)




